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Namen

Modem, ki prevaja internetni promet med mediji

Omogoca operaterju, da ima vec nadzora nad
omrezjem

Olajsa uporabniku povezavo, ker je ethernet
razsirjen in poznan, GPON pa ne

Poceni strojna oprema



Model

e Comtrend GRG-4242u
e Cena: ~50¢€

« = O @ O & searc.sijanec.eu: 7327/7q=comtrend+grg-

comtrend grg-4242u

Stevilo zadetkov: B8 | c¢as poizvedbe:

GRG-4242u - Comtrend www.comtrend.com > cee > P

Comtrend's residential GPON ONT GRG-4242u
designed for advanced triple-play deploym
Comtrend's GPON ONTO. ..




Specifikacije za operaterje

TrojCek preko optike: IGMP TV, analogni telefon, inet
TR-069 idr., HTTP, SNMP, IPv6

NTP, DDNS, DHCP, NAT, UPnP starSevski nadzor
(user:user)

1 Gb DDR3, 1 Gb flash

GE + FE RJ45, USB 2.0, RJ11 s pripadajoCim
modemom

odtocno 1,2 Gb/s @ 1310 nm SC/APC
pritocno 2,4 Gb/s @ 1490 nm 20 km



Specifikaclje za hekerje

* BMIPS4350, ~100 MiB RAM, 318 MIB flasha

* FOSS: Linux 3.4.11-rt19 (2012), BusyBox
v1.17.2, radvd 1.8 (CVE-2011- 3601 CVSS
7.5), . |

* UART
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HAMS

Base: 4.16_84

CFE wersion 1.8, 38-116.228-280 for BCM96848 (32bit, SP.BE)

Build Date: led Maug 16 14:4%Z:18 C5T 2818 (antonu@localhost, localdomain)
Copuright ¢C) 2888-2813 Broadcom Corporation,

Boot Strap Register: Bwxffcbc?

Chip ID: BCMSBEA1, MIPS: 6EEMHz, DDR: 533MHz, Bus: 3AEMHz
ROP: 428MH=z

Main Thread: TP

Total Memory: 134217728 butes (128MB)

Boot Address: BxbSORABEE

MAMD ECC BCH-4, page size HxB8HA butes, spare size used 64 buytes

MAMD flash dewice: MAIC MXIBELF1GHBAA, id AxcZ2fl block 128KB size 131687Z2KE
MDIO Error: MDIO got failure status on phy 1

Board IP address 192,168 1. 1 fffFFTEA

Host IP address v 192,168, 1, 166

Gateway IP address

Run from flash/host/tftp (f/hfc) o F

Default host run file name coumlinus

Default host flash file name v bom9E3xs_fs_kernel

Boot delay (BH-9 seconds) 1
Boot image (B=latest, l1=previous) : H
Default host ramdisk file name
Default ramdisk store address

Board Id t@-8) . 6B84880-1862

Humber of MAC Addresses (1-32) co32

Base MAC Address L 1c:64: 99
PSI Size (1-128) KButes . B4

Enable Backup PSI [AI1] 1

System Log Size (A-256) KButes B

Auxillary File Sustem Size Percent: B
Serial Humber :

LAM Passwaord . 00000000000000000000
PCE 1D . B

ACS Password ; 0o0ooooooo000000o0ooooooooooaooa
Main Thread Humber [B@]1]

GPOM Serial Humber cCMT

GPON Password © "BAxZEZAZAZAZAZEZBZAZAZ2A"
MC memory allocation (MB) c 4

TM memory allocation (MB) . 2H

DHD @ memoruy allocation (MB) . B

DHD 1 memory allocation (MB) B

DHD 2 memory allocation (MB) B

kLan Feature . BxB8

Voice Board Configuration (@-3) . 5132181_LCCB
Partition 1 Size (MBE) v EM

Partition 2 Size (MBE) v EM

Partition 3 Size (MBE) v EM

Partition 4 Size (MB)Y (Data) vodM

#=## Press any key to stop auto run (1 seconds) ===

Auto run second count down: @

Booting from latest image (address BxbbdfBBBA, flash offset BxE3d30B8E)
Decompression LZ4 Image COK!

Entry at B=:883fcd3f

Starting program at B=883fcd3@

i
# gponctl getSnPwd | grep -v Serial Humber:

======== Lerial MHumber & Password ========
Password D 2H-FH-FH-FH-FH-FH-ZH-ZH-2H-2H

# gponctl getEncruptionkey
=—====== Encruptiun Keu =—======
Ercruption key: BERRBERARBERARBRERARRERAREHRREERARAG

Linux wersion 3.4, 11-rt19 (lucien@cceswl) (goco version 4.6,2 (Buildroot 281111 ) #1 SMP PREEMPT Mon Aug 31 17:54:32 CST ZEZA8

reading nvram into inMemMwvramData
ulPsiSize Bxr48
b@gkupPsilﬁxlﬁ



c4n 1 h45 r0077?

e Login: root
Password for root: >:-/

DY¥ING GASP IRD Initialized and Enabled
Serial: BCME3¥X driver $Revision: 3.68 §

ttySH at MMIO HxbHEHHGE4H (irg 1841 is a BCMbBIXX
ttySl at MMIO HxbHSHHGEH (irg 185 is a BCMBIXA

sysEg @ HELP @ loglewel CB-9) BRCM: show summary status on all CPUsCH) reBoot Cr
ash terminate-all-tasks(E) memory-full-oom-killCF) kill-all-tasks(I) thaw-files
ystems(J) show-backtrace-all-active-cpusiL) show-memory-usagel(l) nice-all-RET-1a
sks(MH) powerdff show-registers(P) show-all-timerstl) Sunc show-task-states(T) U
nmount show-blocked-tasks(ll) BRECHM: show interrupt counts on all CPUs(Y)

HI1 commands are case insensitiwve.

consoled: error: 587,686 0alMsg_initkithFlags: 115: connect to Avardsmd_messaging_serwver_addr failed, rc=-1 errno=2
consoled: error: 587 . 686:main: 228 could not conmect to CMS smd (ret=988Z) == drop to shell for debug

BusuBox «1.17.2 (2028-H83-31 18:18:51 C5T) built-in shell tash)
Enter 'help’ for a list of built-in commands.

# cat fetc/passwd

admin:$1$0mTY jrz7?$/ 7uJddaeni/ . i CuBSokvCB: A: B Administrator:/: /bin/sh
poweruser: $1$mcMx U 7b$ali ocmSCqreDyT/t9hCudl: @: B: Technical Support:/#:/bin/sh
user: $1$mG9diVaMEeudHAnbw]l JEnDEWmUEi Is1: 8: 8: Hormal User:/:/binfsh
nnﬁndu:$1$jRUYEQDH$thFtDHpHHH?PDEYREHmuB:B:B:nuhudu for ftp:/:/binfsh

#



Pes Cuvaj In obratni
InZeniring
e /bin/ct_monitor & + cutter

HxHH4HE5a5 libcms_m=g. so
H=xHH4EUB5b3 libcms _util . so

B=AA4EESC2 11ibbem crc. so vwold dewCtl_setllatchDogTimelint32_t param_1)
HxHHE4HH5dH lihhcm:flaShutil.SD i

BxBA4AASed 1ibcms_boardctl . so (xgpBxfFfffEH1BIC);

HxHH4HBE5T7 libcrypt.so.H (=#gpB=ffffoa1E1 ) ;

d:xH@4086HS 11bdl. 50.d fon. BE4BE928 (param_1);

HuHH4EHE1H libocms _core. so
H=HH4HBEE1T libcms_gdm. so
HxHHAEHE.d 1ibnanoxml . so i
H=xHH4HBE63b 1 ibgponctl . so
HxHH4HE649 |l ibgponif. so
HxHH4EHE56 1ibomci . so
HxHH4HEE61 libomcipm_drwv. so
HxBA4BHEYZ libm.so. H
HxHE4EHE e libwlanct] . =0
HxHBE4EHbEa 1ibpwrctl . =0
HxHE4EHE9Y libethswctl]l . =0
HxHH4HHbab 1ibeponctl] . =0
H=xHH4HBEb4 1ibrdpactl.so
HxHH4HBEcE libtmctl] . =0
HxHH4HB6ce libc.so.d
HxHHAEHEdS libace =s.s0.1

Feturn;



Debug

HE'1|:|

Type flag name or address here

File Edit View lindows
Functions [ 2]
Hame
(% entryd

(i fcn.BE4BB9208
(3 focn. AR4BE9dC
(3 fon. AR4BBA7AE

@) sum. imp. __uClibc_main

@) =sym. imp.dewCtl_setllatchDogTime
.imp.signal

Offset: BuBH4HHaTH

Hx=2A

Import: true

v v v v v v v v v
=
=]
[
=

1
S

I
T

3

Size:

Margs: H=H
Hbb=: Hxl
Mlocals: Bx3
Call type: n3z
Edges: 1
gtackFrame: 32
Comment:
v @) sym.imp.sleep
v () sym. stop_ct_watchdog

£ WARHIMG: Unknown calling conwention yet parameter storage is locked

4 WARMIMG:

[rz-ghidral Matching calling convention n3Z of function main f:

vold mainlint argec, char ==argw)

i

int3z_t iVarl;
int3Z_t in_t9:

£ =signal (SIGKILL, =signall
(#==(code =«)(in_t9 + Bx1@3FH)I(9,
£ =signal (SIGHUP, signall
(#==(code =«)(in_t9 + Bx1@3FE)ICL,
£ =ignal (SIGTERM, =signall
(#==(code ==)(in_t9 + Bx1@3FH)I (8T,
ff =ignal (SIGAUIT, =signall
(#==(code =«)(in_t9 + Bx1A3FH)I(3,
£ signal (SIGPIPE, SIG_IGH)
(#==(code =«)(in_t9 + Bx1B3f8))(HAxd, 1);
£ signal (SIGINT, SIG_IGH)
(#==(code =«)(in_t9 + Bx1B3f8)IC2, 1)
iarl = =(int32_t =)(in_1t9 + Hx1B3e3);
while (=0int32_1t =)(iVarl + Bxb9d) = H) {
£ dewCt]l _setllatchDogTimel ]

(#=(code ==)(in_t9 + Bx183fc))(BHx3c);
£i =sleepl(5]

(#==(code =«)(in_t9 + Bx1@4H5))I(5);

=(undefinedd =)(in_t9 + BxlB3ec));
=(undefinedd =)(in_t9 + BxlB3ec));
#={undefinedd =)(in_t9 + BHxlH3ec));

=(undefinedd =)(in_t9 + Bxl1B3ec));

K
Feturn;



b fMtmpsogoccB3/buildfstbgoc-8.3-8.40018 grep
#define SIG_ERF (i(__sighandler_t) -1) /=
#define SIG_DFL ((__sighandler_t) H) /=
#define SIG_IGH ((__sighandler_t) 1) /=

"BdefinetsS51G" mips-unknown-11inux-gnussys-root/usrdinclude/bits/signum-generic. b
Error return. =/

Default action. =/

Ignore signal. =/

#define SIGIHT 2 A+ Interactive attention signal. =/

#define SIGILL 4 f% Illegal instruction. =/

#define SIGRERET &) /+* HAbnormal termination., =/

#define SIGFPE 3 /* Erroneous arithmetic operation. =/
#define SIGSEGY 11 /+* Invalid access to storage., =/

#define SIGTERM 15 f* Termination reguest. =/

#def ine SIGHUP 1 /+* Hangup., =/

#define SIGOUIT 3 F= Quit., =/

#define SIGTEARF S /+* Trace/breakpoint trap. =/

#define SIGKILL 9 F= Killed, =/

#def ine SIGEUS 1A /= Bus error. =/

#define S5IGSYS 12 /+ Bad sustem call. =/

#define SIGFIPE 13 /# Broken pipe, =/

#define SIGALEM 14 d+ Alarm clock, =/

H#detine SIGURG 16 /# Urgent data is awvailable at a socket., =/
#define SIGSTOFP 17 /+ Stop, unblockable, =/

H#define SIGTSTP 158 /= Keyboard stop, =/

#define SIGCOMT 19 f+ Continue, =/

H#define SIGCHLD 2 /% Child terminated or stopped. =/

#define SIGTTIH 21 /+ Background read from control terminal. =/
H#define SIGTTOU 22 f# Backaround write to control terminal., =/
#tdefine SIGPOLL 23 f+ Pollable event occurred (System V). =/
#def ine SIGXCPU 24 f= CPU time limit exceeded. =/

#define S5IGHFSZ 25 f* File size limit erceeded. =/

Hdetine SIGVTALEM 26 f= Virtual timer expired, =/

#define SIGPROF 27 f* Profiling timer expired., =/

H#deftine SIGUSE1L aH f# User-defined signal 1. =/

#define SIGUSREZ 31 f* User-defined signal 2. =/

H#detine SIGWIMCH 28 f# Window size change (4.3 BSD, Sunm). =/
#define S5IGIO SIGPOLL /= I/0 now possible (4.2 BSD) ., =/

H#detine SIGIOT SIGHBRET 4= I0T instruction, abort() on a POP-11., =/
#def ine SIGCLD SIGCHLD /= 0O1ld System VY name =/

b: fMmpfgeecB83/build/stbgoe—8.3-8.4001# grep "#definensSIG" mips-unknown-1inux-gnussus-root/usr/includesbitss/signum. b
#def ine SIGEMT 7 f+ Emulator trap. =/

#def ine SIGPLIR 19 f* Power failure imminent. =/

#define SIGUSRE1 16

#define SIGUSREZ 17

#def ine SIGCHLD 15

#define SIGMIMCH 206

#def ine SIGURG 21

#define SIGPOLL 22

#def ine SIGSTOP 23

#define SIGTSTP 24

#def ine SIGCOMT 25

#define SIGTTIH 26

#def ine SIGTTOU 27

#define SIGWTALREM 28

#def ine SIGFROF 29

#define SIGXCPU 36

#define SIGXFSZ 31
b: /tmp/gceB3/build/stbgoe-8.3-8.40014 |



&« = O @ O & https://github.com/Broadoom/sthgec-8.3 128% 17 &, @ T 6 Ay =

D Froduct Solutions Open Source Pricing Sign in ‘ Sign up |

[ Broadcom / stbgcc—8.3  Public N Hotifications ¥ Fork 1 YW Star B .

¢ » Code @ [ssues I'l Pull requests @ Security E Insights

P master - ¥ 1 branch Q 3 tags Go to file About

GCC B.3 based releases (stbgcoco)

Ryceancurry Initial commit 8763726 on Jun 2, ZBZ21 @ 1 commit
m Feadme
D README . md Initial commit last year Yy 8 stars
& 3 watching
README .nd ¥ 1 fork
StbgCC_B .3 Releases 3
Q) stbgoe—8.3-8.4 ( Latest )
GCC B.3 based releases (stbgcoco) on Sep 14, 221

+ 2 releases

Packages

Mo packages published



&« @ O B https://github. com/Broadcom/stbgec-8. 3/releases/tag/stbgoc-8. 3- 128% 97 2 @ O @ |

O Product Solutions Open Source Pricing Sign in | Sign up |

[ Broadcom / stbgcc—8.3  Puslic [\ Hotifications % Fork 1 WoStar B .

<> Code @ Is=ues 1% Pull requests @ Security |~ Insights

Releases [ stbgoo-8.3-0. 4

b ftmpl 18 cat helloworld, c
#include <stdio.h:
int main Cwoid) {

stbgcc-8.3-8.4 (tstest) } puts("Pozdravl jen, clot!vn");
b:/tmpl01# mips-linux-goc -static helloworld.c
b:/tmpla14 B

alexchu-cpe released this Sep 14, ZBZ21 Q> stbgoe-8.3-6.4 -0~ 8763726 @

#
# wget http://168.69.69,2/3. 0ut
Connecting to 18.69.69.2 (18.69.69.2:88)

Fix pthread_rwlock_timed=lock() compiler optimization bu :
. - - P . J 20 0K, File Get Success
Build with docker centos-6.9 & gceoc-6.3 # chmod += a&a.out
# ./a.out
Pozdrawl jen, clot!
v Assets 7 # []
Dstbgce-6.3-8.4.x86_64.deb 275 MB Sep 13, 2@21
®5thgcc—3.3—ﬂ.4.x36_64.rpm 488 MB Sep 14, 2621
®5thgcc—3.3—ﬂ.4.x36_64.tar.hzZ 433 MB Sep 14, 2621
®5thgcc—3.3—ﬂ.4.x36_64.tar.hzZ.asc 488 Bytes Sep 14, 2621
®5thgcc—3.3—ﬂ.4_5rc.tar.gz 231 ME Sep 14, 2621

mﬁuurce code (zip) Jun 2, 2821



Statistika uporabe omrezja

# day total avg. rate

+ + +
1 2023-01-10 286.56 GiB | 147.57 GiB | 434.13 GiB | 43.16 Mbit/s
2 2022-B3-22 138.54 GiB | 285.15 GiB | 423.69 GiB | 42.12 Mbit/s
3 2023-01-87 149.34 GiB | 185.11 GiB | 334.44 GiB | 33.25 Mbit/s
4 2822-87-28 148.84 GiB | 129.43 GiB | 278.27 GiB | 26.87 Mbit/s
5 2022-B3-23 187.65 GiB | 79.54 GiB | 267.19 GiB | 26.56 Mbit/s
ethl year rx I tx I total I avg. rate 21:45

) 2822 27.96 TiB | 8.93 TiB | 36.89 TiB | 18.29 Mbit/s t

I 2823 2.41 TiB | 938.94 GiB | 3.32 TiB | 18.58 Mbit/s t

]! - +——— - +———— 1

| estimated 27.54 TiB | 18.48 TiB | 37.894 TiB | t

I 1

I t t 1

I t t T

I t T t t Tt

I t t t t t t t t t t t

I trtrtrtrtrtrtrtrtrtrtrtrtrtrtrt t t trtrt t t
-4t >

| 22 23 BB B1 B2 U3 B4 B5 B6 B7 B8 B9 18 11 12 13 14 15 16 17 18 19 268 21



vnStat(l)

e cross-compilation s toolchainom
* libsqlite3, zlib, libpng, libfreetype, libgd In vnstat

http://4a,.si/ont ,.shtml

Hbit.<z

1z

1G

oz o0 0 0Es A0 12 14 16 4& 20 22 a0 02 04 06 05 1o 12 14 16 15 20 22
O rx m tx



Se nekaj drugih prednosti

# tcpdump —wewweni ethl. 8 tcp port 1337
tocpdump: WARMING: ethl.B: no IPwd address assigned
tocpdump: listening on ethl. B, link-type EH18ME (Ethernet), capture size 65535 bytes
23:56: 29, 415632 88 eb:db:ed:iclich » HH:13:92:4b:688: 48, ethertupe IPwd (B=E3HEE), length 74: (tos BxH, ttl1 54, id 5148, o
ffset B, flags [DF1, proto TCP (&), length BH)

83, 212,126,242, 36418 » 89.212.146. 1658, 1337 Flags [5], cksum Bxfdaa (correct), seq 28430837134, win 64248, options [
mss 1436, sack0kK, TS wal 351137932 ecr B,nop,wscale 71, length B
23:56: 29, 415988 B8 1a:92:4db:BH: 48 > 88:e6:4db:e3:cl:ich, ethertupe IPwd (B=E3HEE), length 74: (tos BxH, ttl 64, id B, offs
et B, flags [DF], proto TCP (&), length 6H)

89,712,146, 168, 1337 > 83.212.126.242,.36418: Flags [5.1, cksum Bx7edd (correct), seqg 4293563424, ack 2843837135, win

65168, options [mss 1468, sack0Ok, TS wal 41534788328 ecr 351137932, nop,wscale 181, length A

23:56:29,451483 88 eb:4db:ed:clich » HH:13:92:4b:68: 48, ethertupe IPwd (B=E3HEE), length 66: (tos BxH, tt1 54, id 5141, o
ffset B, flags [DF1, proto TCP (&), length G523

83, 212,126,242, 36418 > 89,212,146, 1658, 1337 Flags [.1, cksum Bxaalb (correct), seg 1, ack 1, win 582, options [nop,
nop, TS wal 351137968 ecr 41534788281, length A
23:56:31,. 298789 88 eb:db:ed:iclich » HH:13:92:4b:68: 48, ethertupe IPwd (B=E3HEE), length 69: (tos BxH, tt1 54, id 5142, o
ffset B, flags [DF1, proto TCP (&), length G552

83, 212,126,242, 36418 » §9.212.146. 1658, 1337 Flags [P.1, cksum Bx2977 (correct), seq 1:4, ack 1, win 582, options [n
op,nop, TS wal 351139887 ecr 41534788281, length 3
23:56: 34, 264886 B8 1a:92:4db:BH: 48 > 88:e6:4db:e3:cl:ich, ethertuype IPwd (BxEBEE), length 65 (tos BxH, ttl 64, id 35566,
offset B, flags [DF], proto TCP (&), length 522

89,212,146, 168, 1337 » 83,212, 1%6. 242 .36418: Flags [F.1, cksum Bx9l1ad (correct), seq 1, ack 4, win 64, options [nop,
nop, TS wal 4153475677 ecr 3511398671, length A
23:56:34, 368698 88 e 4db:ed:iclich » HH:13:92:4b:68: 48, ethertupe IPwd (B=BE3HEE), length 66: (tos BxH, tt1 54, id 5143, o
ffset B, flags [DF1, proto TCP (&), length G523

83, 212,126,242, 36418 » §9.212.146. 1658, 1337: Flags [F.1, cksum Bx8434d (correct), seq 4, ack 2, win 582, options [nhop
Lnop, TS wal 351142817 ecr 41534756771, length A
23:56: 34, 3860933 B8 1a:92: 4db:BH: 48 > 88:e6:4db:e3:cl:ich, ethertype IPwd (BxEBEE), length 65 (tos BxH, ttl 64, id 35567,
offset B, flags [DF], proto TCP (&), length 522

89,212,146, 1658, 1337 »> 83.21%2. 126,242 .36418: Flags [.]1, cksum Bx85ct (correct), seq 2, ack 5, win 64, options [nop.n
op, TS wal 4153475713 ecr 3511428171, length B
“C
7 packets captured
7 packets received by filter
A packets dropped by kernel

il




Se nekaj drugih prednosti

* VecCja varnost in zasebnost, ker teCe man|
procesov

* Lazje diagnosticiramo tezave z omrezjem

e Za zahtevnejSega uporabnika je uporaben
direkten dostop do dnevniskih zapisov:
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ip_flow_key_walidate#111?: =status:Error in parameters Missing Source port
bdmf_attrelem_add_as_buf#4215: ip_class: status:Error in parameters., attribute: flow
ip_flow_key_walidate#111?: =status:Error in parameters Missing Source port
bdmf_attrelem_add_as_buf#4215: ip_class: status:Error in parameters., attribute: flow
ip_flow_key_walidate#111?: =status:Error in parameters Missing Source port
bdmf_attrelem_add_as_buf#4215: ip_class: status:Error in parameters., attribute: flow
rocu_preempt detected stalls on CPUs/tasks: {3} (detected by B, t=6HBEEZ jiffies)

otall ended before state dump start

ip_class_attr_flow_add#1185: status:Internal error IP flow creation failed, error=15A

bdmf_attrelem_add_as_buf#d215: ip_class: status:Internal error. attribute: flow  indes:

ip_class_attr_flow_add#1185: status:Internal error IP flow creation failed, error=15A

bdmf_attrelem_add_as_buf#d215: ip_class: status:Internal error. attribute: flow  indes:

rocu_preempt detected stalls on CPUs/tasks: {3 (detected by B, t=6HBEEZ jiffies)
otall ended before state dump start
ip_class_attr_flow_add#1185: status:Internal error IP flow creation failed, error=15H

bdmf_attrelem_add_as_buf#d215: ip_class: status:Internal error. attribute: flow  indes:

ip_class_attr_flow_add#1185: status:Internal error IP flow creation failed, error=15H

bdmf_attrelem_add_as_buft#d215: ip_class: status:Internal error. attribute: flow  indes:

ip_class_attr_flow_add#1185: status:Internal error IP flow creation failed, error=15H

bdmf_attrelem_add_as_buft#d215: ip_class: status:Internal error. attribute: flow  indes:

ip_class_attr_flow_add#1185: status:Internal error IP flow creation failed, error=15H

bdmf_attrelem_add_as_buft#d215: ip_class: status:Internal error. attribute: flow  indes:

ip_class_attr_flow_add#1185: status:Internal error IP flow creation failed, error=15H

bdmf_attrelem_add_as_buft#d215: ip_class: status:Internal error. attribute: flow  indes:

ip_class_attr_flow_add#1185: status:Internal error IP flow creation failed, error=15H

bdmf_attrelem_add_as_buft#d215: ip_class: status:Internal error. attribute: flow  indes:

ip_class_attr_flow_add#1185: status:Internal error IP flow creation failed, error=15H

bdmf_attrelem_add_as_buft#d215: ip_class: status:Internal error. attribute: flow  indes:

ip_class_attr_flow_add#1185: status:Internal error IP flow creation failed, error=15H

bdmf_attrelem_add_as_buf#d215: ip_class: status:Internal error. attribute: flow  indes:

ip_class_attr_flow_add#1185: status:Internal error IP flow creation failed, error=15H

bdmf_attrelem_add_as_buf#d215: ip_class: status:Internal error. attribute: flow  indes:

ip_class_attr_flow_add#1185: status:Internal error IP flow creation failed, error=15H

bdmf_attrelem_add_as_buf#d215: ip_class: status:Internal error. attribute: flow  indes:

ip_class_attr_flow_add#1185: status:Internal error IP flow creation failed, error=15H

bdmf_attrelem_add_as_buf#d215: ip_class: status:Internal error. attribute: flow  indes:

ip_class_attr_flow_add#1185: status:Internal error IP flow creation failed, error=15H

bdmf_attrelem_add_as_buf#d215: ip_class: status:Internal error. attribute: flow  indes:

ip_class_attr_flow_add#1185: status:Internal error IP flow creation failed, error=15H

hdmf_attrelem_add_aS_huf#4215: ip_class: status:Internal error. attribote:flow index:

ip_class_attr_flow_add#1185: status:Internal error IP flow creation failed, error=15H

bdmf_attrelem_add_as_buft#4d215: ip_class: status:Internal error. attribute: flow index:
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Tezave

* V primeru hekanja modema operater ne bo vesel
porabljenega Casa za podporo

* Neha delovati, ko operater hoCe spremeniti
nastavitve, pa TR-069/SNMP ne deluje
(ponavadi je restart za nekaj sekund dovolj za
PONOVNO Vzpostavitev)

e Na modem lahko nekdo nalozi zlonamerno
programsko opremo in ga vrne operaterju



Beseda o SFP

Small form-factor pluggable
Na njem tecCe lastniSka koda in OS (Linux)
ONU ~

J
Ig;*“

Standardizirana komumkacua" § |
KI pa ni ethernet N\

Ponavadi za uporabnika
oroti placilu




ldeje za prihodnost

Kloniranje modema (0z. S/N)
Preizkusanje, kaj se zgodi, ko se na prikljucku
nojavi nepricakovan S/N

mplementacija TR-069 in SNMP streznika, Ki
noslusa zahteve operaterja

Prosnja operaterju/proizvajalcu za izvorno kodo
GPL orodij



Vprasanja?



Virl, literatura In dodatno

https://hack-gpon.github.io/

hhttpsi://www.comtrend.com/cee/Product/236$prod
.Nntm

https://www.comtrend.com/dbase/upload-img/do
wnload/DS GRG-4242u R1%203 031721.pdf

http://splet.Sijanec.eu./ont.shtml


https://hack-gpon.github.io/
https://www.comtrend.com/cee/Product/236$prod.html
https://www.comtrend.com/cee/Product/236$prod.html
https://www.comtrend.com/dbase/upload-img/download/DS_GRG-4242u_R1%203_031721.pdf
https://www.comtrend.com/dbase/upload-img/download/DS_GRG-4242u_R1%203_031721.pdf
http://splet.xn--ijanec-9jb.eu./ont.shtml
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